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https://ph0wn.org
https://github.com/travisgoodspeed/goodwatch

Flash Glucose Monitoring systems

Diabetes Technol Ther. 2009 Jun; 11(Suppl 1): S-11-S-16.
doi: 10.1089/dia.2009.0002

PMCID: PMC2903977
PMID: 19469670

A Tale of Two Compartments: Interstitial Versus Blood Glucose Monitoring
Eda Cengiz, M.D. and William V. Tamborlane, M.D

Superficial vascular plexus

il

Qcryptax testing the sensor!
Deep dermal vascular plexus

Screenshot from https:/

ncbi.nlm.nih.

gov/pmc/articles/PMC290397
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Sensor life cycle
Assemble pack

Apply sensor
v

i

AT 431801607 RIS T 4 93% 8 08:35

Préta scanner

DERNIERES 24 HEURES

Capteur préta:

(60 min restant)

EXPIRATION CAPTEUR DANS : 11
JOURS

Activate it (60 min) Use it
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A Findu capteur

Expires after 14 days
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3 Geographical loc:
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1 Max life time
2 Warm up time

Wanna hack? -Werk: .
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Resurrection Demo

Pique curiosity, not diabetic fingers - Pass the SA




Backup slides :P
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0 minutes

France

Hist didx

EXPORT TO CLIPBOARD EXPORT TO CLIPBOARD

Expired Reset the sensor “To Activate” stage
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How does that wor,kjf


https://fortiguard.com/events/3229/blackalps-2019-the-inner-guts-of-a-connected-glucose-sensor-for-diabetes

Tear down the sensor

JTAG

Texas
Instruments
RF430TAL152H R




1 %Tf* s Tag UID : EO07A00003183AD2
< > Tag Info: Texas Instrument France
 Valid IS015693 Tag Found - Quiting Search

Reading memory from tag UID=E007A00003183AD2
3‘: Tag Info: Texas Instrument France
Block 00 F4 18 BO 32 03 01 02 08 20
Block 01 00 00 00 00 00 00 00 OO  ........
Block 02 00 00 00 00 00 00 00 OO  ........
Block 03 F9 2B OE 08 1F 00 CO 96 R
Block 04 AB 80 1E 00 CO 92 AB 80  ........
Block 05 1F 00 CO 96 AB 80 1F 00  ........
CO 92 AB 80 1E 00 CO 8E  ........

Sponge wet with hot sugar t
glucose

==

Pique curios‘ity,mc;t‘:/divg'




7.

2 )
X
Oy

i
A
L
ey

Glucose record
Sensor regio
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A3 Raw Read

52h_rom:/rf430tal152h.bin

Eile Edit Analysis Navigation Search Select Tools Window Help

“@-= PRER JIDULFRYB - @45 oo /EYEBGLO0BS 14| @

PRSI | = Listing: rie30tan s2h.bin O 5 2 - @ - x| [Efecompie: fram o3 rawread - (fa30ta1s2nbin) &
,
- - 2 |/* WARNING: Globals starting with *_' overlap smaller symbols
L
A 3
B rram . . = || ¢ |ndefined fran a3 rauresd(void)
undefined fram_a3_rawread() G‘ N
undefined 2_10:1 RETURN> ST ar cvar
fram_a3_rawread ushort uvar2
fbea 02 12 PusH-W . undefined2 ulars;
fbcc 92 12 20 1 CALL &->rom_passwordcheck
& cvar (*(code *)PTR_rom_passwordcheck_1c20)();
fodo de me L ((Varl = o' [T (RFLS 1= w0sh) €
- fb2 14 24 ) LAB_fbc|
fbd4 f2 90 05 CMP.B #0x5, &RF13MFIFOFL
00 Oc 08 ’
fbda 10 20 N LaB_fbfc = [ 3
fbdc 1d 42 06 08 MOV.W SRFIIMRXF, . . e
Tbeo 5T 42 06 08 MOV.B SRE13MRXF A1 = e o) 5 (T E == 06
fbes od 93 TST.W R13 R - R - © D)’(Ffﬂﬂ
fbeb 07 20 INE LAB_fbf6 3 o - -
fbeg 7f 93 MP.B #1,015 else {
fbea 05 20 MNE LaB_fb7s o )
fbec 9212 94 1c  CALL &->FUN 5878 I (O < RRIZIRIE) goto LA fofc:
b0 c2 43 08 08 MOV.B #0, ERF1MTXF e (Va2 < (_RFISWRIE & exff)) {
Fofa 12 3¢ e _RFI3MTXF = *(ushort *) (uar2 * 2 + RFI3MRXF);
e fofe 3 War2 = war2 + 1;
PN 7.
v ji® Data Types
> [Borfa30tai152h.bin
Filter: 2

fram_a3_rawread | JEQ Oxfbfc
K]

Ghidra: rfa30frl152hr.. ¥ CodeBro

not diabetic fingers - Pass the SALT 2020 - Apvrille, Goodspeed
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Dump firmware



EO command

m EO is disabled, but the code is
included in the firmware

m It resets the sensor

m Disassembly in tech report
m Activity blocks have two
important bytes:
1 Stage of Life. 1 to activate, 3
operational, 5 expired...
2 Activity switch. 0 inactive, 1
active

m Each section is protected by a
CRC

a
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XREF(1]
XREF

reF(a]
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We (nearly) know hc%

m Set Stage of Life b

h

m Set Activity Switc
:o%

m Clean up the Glu
time count

But we need to complu_tgc
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Computing a CRC
Pique curiosity, not diabet;



Which one is it? ...

Algorithn

Pique curiosit

-16/CCITT-FALSE
-16/ARC
-16/AUG-CCITT
-16/BUYPASS
-16/CDMA2000
-16/DDS-110
-16/DECT-R
-16/DECT-X
-16/DNP
-16/EN-13757
-16/GENIBUS
-16/MAXTM
~16/MCRF4XX
-16/RIELLO
-16/T10-DIF
-16/TELEDISK
-16/TMS37157
-16/USB

-A
~16/KERMIT
-16/MODBUS

-16/X-25

not diabetic fingers - Pass the SALT 2020 - A

Result

0x29B1

0xBB3D

@XE5CC

OXFEES

0x4C06

OX9ECF

0x007E

0x007F

OXEAB2

@xC2B7

0XD64E

0x44C2

OX6F91

0x63D0

©xDEDB

0XOFB3

0x26B1

0xB4C8

0xBFO5

0x2189

0x4B37

©X906E

Check

0x29B1

0xBB3D

OXE5CC

OXFEES

0x4C06

0X9ECF

0x007E

0x007F

OXEAS2

0xC2B7

0XD64E

0x44C2

0X6FI1

0x630D0

0xDEDB

0X0FB3

0x26B1

0xB4C8

0xBFO5

0x2189

0x4B37

0x906E

Poly
0x1021
0x8005
0x1021
0x8005
0xC867
0x8005
0x0589
0x058%
0x3D65
0x3D65
0x1021
0x8005
0x1021
0x1021
0x8BB7
0xAB97
0x1021
0x8005
0x1021
0x1021
0x8005

0x1021

Init

OXFFFF

0x8000

0x1D0F

0x0000

OXFFFF

0x800D

0x8000

0x0000

0x8000

0x0000

OXFFFF

0x0000

OXFFFF

0XB2AA

0x0000

0x0000

0X89EC

OXFFFF

0xC6C6

0x0000

OXFFFF

OXFFFF

Refout

false

true

false

false

false

false

false

false

true

false

false

true

true

true

false

false

true

true

true

true

true

true

pvrille, Goodspeed

XorOut

0x0000

0x0000

©x0000

0x0000

0x0000

0x0000

6x0001

©x0000

OXFFFF

OXFFFF

OXFFFF

OxFFFF

0x0000

0x0000

©x0000

0x0000

0x0000

OXFFFF

6x0000

©x0000

0x0000

OXFFFF
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Solution

% TEXAS INSTRUMENTS Search through millions of questions and answers

E2E™ Suppo rt fO rums > Forums Technical articles Tl training Getting started

MSP low-power microcontrollers > MSP low-power microcontroller forum ~ More

This thread has been locked.
If you have a related question, please click the "Ask a related question" button in the top right corner. The newly created question
automatically linked to this question.

A question about CRC module of MSP430F5438

milanging Prodigy 235 points

Aug 18,2009 3:21 PM Ay old_cow_yellow ## Guru 58965 points

# community Member

The CRC module is shifting the bits in the opposit direction of CRC16 CCITT.

Locked

Shifts bits in the opposite direction

Pique curiosity, not diabetic fingers - Pass the SALT 2020 - Apvrille, Goodspeed



Kill a sensor
RINS 7 .l 84% W 11:32

e

We know how to resurrect a sensor.
An attacker may want to do the

QpPOSHE. kill a sensor. Please remove your Sensor
and start a new one.

A Replace Sensor

Your Sensor is not working.

m Corrupt the memory of the
sensor. Quick, easy and dirty.

m Or set Stage of Life to 5 (or 6).

Corrupt memory

21/31
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Wanna hack? -Werki%
1 Max life time:H;r C

> Warm up tirﬁ;%
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Demo: Set up 7

<o

[*] Hack PatchTimeVa

N

ues: we set warmup=>b
weartime=6912000 min-

utes
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Show time




Backup slides ;P

0@ BRN=.0100%014:19 @O - 100%01432 @@ - B RIN =0 100% @ 14:31

FreeStyle LibreLink : =  FreeStyleLibreLink : & Mon taux de glucose

Prét a scanner

DERNIERES 24 HEURES

DUREE DANS LA CIBLE DERNIER SCAN MOYENNE

- LO -

Capteur préta:

14:20

(2 min restant)

lun. | mar.
15:0018:0021:0000:0003:00 06:0009:0012:00

EXPIRATION CAPTEUR DANS :

/" AJOUTER COMMENTAIRE
4800 JOURS

Warm up time modified ~ Wear limit hacked to We can hack glucose
to 2 minutes 4800 days value with a Frida hook
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Sensor region

Sensor region is located in the
sensor section

Flip region indicator

Recompute CRC of section

Activate sensor

\ /

g

Code ‘ Geographic region

| Eirces UK | Commands section |
02 US 10-day sensors _ F |
08 Israel Close up on the sensor

section in memory
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Wanna hack? Working arounc
1 Max life time:H

;-’> 0

Pique curiosity, not diabetic fin, ;
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Conclusion

We bypass all limitations

although, globally, the design is good / has been done with care

Mitigation
For an attacker, it is far easier to:
Infect the victim's phone with a ransomware

Or create a fake diabetes app

The weakest link is the smartphone

Debate: can we secure smartphones for critical uses?

=t
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Presentation at Bl:

Readdump.py
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